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1 Gi&i thiéu
Tai liéu nay giup cac khach hang cua FiboPay hiéu rd hé théng quan ly tai khoan, tang cuwéong kha nang
diéu hanh va nhan biét, han ché cac rui ro c6 thé xay ra trong qua trinh hoat dong.

Méi truedng Internet la mét moi tredng o, tuy nhién cac glao dich thwc hién van la giao dich that, FiboPay
mong mudn ting cwdng cac kién thire st dung hé thdng dé cong viéc ctia khach dwoc tét hon méi ngay.

Tai liéu bao gébm mét s kién thirc co' ban vé payment gateway, hwong dan st dung hé théng quan Iy tiv
cap merchant dén cép reseller, trinh bay cac chirc ndng giao dich va quan ly cu thé.

2 Kién thire thanh toan trwe tuyén

2.1 Mét sé khai niém

Thé thanh toan : 1a phwong tién thanh toan khdng dung tién mat, nguwdi chi thé si dung dé mua hang
true tiép théng qua cac may POST, rat tién mat thdng qua cac may ATM, hodc thanh toan truc tuyén trén
website

Chua thé : la nguwoi co tén trén thé, la chi hop phap cda tai khoan thé.

DPon vi chap nhan thé (merchant ) : 1a cac nhan, t& chirc cung clp céc dich vu/ hang héa va nhan thanh
toan trwc tuyén. Cac merchant nay sé dugc xac thwe thanh toan théng qua cac tai khoan ngan hang.

Dich vu thanh toéan trwe tuyén ( payment gateway ) la don vi cap phép cho céc giao dich truc tuyén,
dworc tao cac tai khodn merchant, va dwoc ngan hang xac thyc khi mé tai khoan, xac thyc giao dich,
thanh toan.

Giao dich dwoc cap phép : la viec ngan hang phat hanh xac nhan tai khoan ctia cha thé tai thoi diém
thanh toan con du sd dw ( han mirc thanh toan ) da dé thuc hién giao dich.

Ngan hang phat hanh : 1a ngan hang, ho&c céc té chire tai chinh thwe hién viéc phat hanh thé cho nguoi
dung (chu thé ) mét cach hop phap

Ngan hang thanh toén : la ngan hang dai dién cho payment gateway thanh toan tién cho merchant

Té chirc thé qudc té : 1a hiép hdi cac td chire tai chinh, tin dung hodc coéng ty phat hanh va thanh toan
thé qudc té, hién tai bao gébm td chirc Visa, MasterCard, American Express — Amex, JCB va Diner Club.

2.2 Cac loai thé thanh toan
Pham vi st dung : C6 02 loai thé

- Thé quéc té : Visa, Master, Amex, JCB,... do cac td chirc nwéc ngoai phat hanh

- Thé ndi dia : Connect24 ( Vietcombank), thé da nang ( Dongabank )... do cac ngén hang Viét Nam
phét hanh

Theo tinh chét :

- Thé tin dung ( Credit Card )
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- Thé ghi ng ( Debit Card )

- Thé tra trwdc ( Prepaid Card )

2.3 Quy dinh dat logo bat buéc
Cac website chdp nhan thanh toan tryc tuyén phai

- DPat logo Cula céac loai thé clia cac don vj phat hanh thé : Visa, Master, Amex, ... Vietcombank,
Dongabank

- Dat logo clia nha cung cap céng thanh toan ( FiboPay )

Cac t chirc phat hanh thé sé& thwdng xuyén kiém tra cac website chp nhan thé thanh toan d& xac nhan
tinh nghiém tGc cla viéc kinh doanh. Logo cla nha cung cap (FiboPay) ciing sé dwoc dat trén website dé
xac thuc cong thanh toan sé chiu trach nhiém xt& ly cac giao dich trén website nay.

2.4 Quy dinh vé théng tin bat budc

Théng tin merchant trén website phai day du : tén, dia chi, van phong giao dich, tel, fax, email
Phai ghi rd thém céac thdng tin sau

- Chinh s&ch ban hang

- Phwong thtrc van chuyén, pham vi, chi phi van chuyén

- Chinh séch bao hiém cho hang héa, dich vu

- Chinh séach hdy don hang, tra hang, dbi hang

- Chinh séch hoan tién ( refund )

- Théng tin chi tiét vé hang hoa, dich vu ( kich thuwdc, dac diém, ...)

- Hwéng dan chi tiét cac hinh thire thanh toan

*Cac thong tin nay dwoc str dung cho viéc gidm thiéu rui ro cho merchant khi cé cac khiéu kién bdi hoan

Xxay ra.

2.5 Khuyén cdo chap nhan thanh todn truc tuyén

Cac khuyén céo cla cac td chirc phat hang thé ludn mong mudn merchant khéng phu thu thém phi giao
dich déi v&i khach hang, téng gia tri giao dich bang thé thong qua thanh toan trwc tuyén phai bang véi viéc
thanh toan trwc tiép dé tao sy cong bang trong cac phwong thirc thanh toan

Céc website c6 thé thu thém céac phi tién ich khac trong qué trinh thanh toan véi mét khoang cé dinh.

Phan tich :
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- S dung giao dich trwc tiép : ton rat nhiéu chi phi, théng thuwéng 1én dén 10-20% doanh thu
o Chi phi van phong, co s vat chat
o Chi phi con nguwi, quy trinh quan ly

- Néu st dung thanh toan truc tiép thi cac chi phi nay dwong nhién bd qua ( hoac rat it ), nhw vay %
phi giao dich rat nhé xem nhw bu vao chi phi khi giao dich truc tiép, va nhw vay khéng nén bét
khach hang phai tra thém céac phi giao dich nay.

2.6 Thanh toan trén website
1. Khéch hang tim kiém va dat hang trén website

DANH SACH SAN PHAM

J Thanh toan bang VND || Thanh toan bang USD

Giatién SO lwong mua Thanh tién

Demo Product 2 Product 2 5.000.00 (VND) /9 10,000.00

Demo Product 1 Product 1 4.000.00 (VND) |9 2,000.00

Tdng tién 18,000.00
Cép nhat don hang | | Thanh todn

2-1: Chon hang trén website.

THONG TIN BON HANG

Demo Product 2, S& lugng: 2 J
Théngtin san phdm : Demo Product 1, 56 lugng: 2

Gidtién - 18000 (VND)
Ténkhichhang*  : Tréan Van An

56 dién thoai * - 09091233456

Biachi* : P3 Bach M& P16 Q10 HCM
Email - Vanan@Mail.com
Ghi chi :

| Hiy b6 || Thanh toén

2-2: bon hang trén website.
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2.

Form thanh toan cGia website chuyén huwéng sang payment gateway

Khach hang chon nat thanh téan, phan thanh téan dwoc chuyén huéng qua cdng thanh téan cia
Fibo:

Merchant : demo merchant B3 Tiéng Vigt | ES English

+"Fibo Pay

Simple - Effective

ibo | Simple - Effective gilr ban guyen ndi dung website nay

2-3 : Khach hang chon loai thé dé thanh téan.

Khach hang nhap thdng tin theo yéu cau ctia ngan hang
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DON DAT HANG SO FIBO-DEMO-0000001262

Ho Tén: TR?N VAN AN
Pia Chi: P3 B?ch Ma P16 Q10 HCM
$6 Dién Thoai: 09091233456
T Giﬁ;‘;": 18000.0
Ngay Bat Hang : 11/11/2009
Mgay Giao Hang : 13/11/2009
Dia Chi Giao
Hang :

Quy khach vui long chen phwong thirc thanh toan :
@ Thanh toan qua Internet Banking

7} Thanh toan qua SMS/Mobile Banking

Piang nhap Ngén Hang Bong A Dién ti

M3 sé khach hang : | |

S6 Matma: | |

S(r dung ban phim ao

2-4: Khach hang nhap thong tin thanh téan cho thé Pong A.

Trang 9

Cong ty TNHH PHI BO
Dia chi : P3-P3A Bach M4, P15, Quan 10, TP Hb Chi Minh. - Tel: (08) 62645983 — Fax : (08) 62645982



n n
" m F
':' I bo www.fibopay.com - support@fibopay.com

=imple - Effective

THONG TIN DON DAT HANG

Quy khach hang vui long tham khao vé Dich vu Thanh Toan Trwe Tuyén
trurére khi sl dung dich vu.

PON DAT HANG SO FIBO-DEMO-0000001263

Ho Tén: DUONG VAN AN
Dia Chi: P3 B?ch Ma P16 Q10 HCM

$6 Dién Thoai: 09091233456

Tri Gia BPon Hang : 5000.0
Ngay Bat Hang : 11-11-2009
Mgay Giao Hang : 13-11-2009
Dia Chi Giao Hang :
Tinh Trang : Chwa Thanh Toan

2-5: Form xac nhén thanh téan tai ngan hang Pang A.
4. Payment Gateway tra lai két qua thanh toan cho website ban hang

5. Website ban hang théng béo giao dich thanh céng

2.7 Thanh toan dung chdre nang don hang dac biét (Custom-Order)
Trong trwdng hop website khdng c6 béng gia cu thé, hodc can phai xr ly nhirng trwdng hop ca
biét, ngudi quan ly sé st dung chirc nang nay

1. Tao Order

Trang 10
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M3 don hang *
Bon vitién té
Gidtign *
Tignthué *
VAT *

M3 giao hang

Théng tin don hang *

Tén khach hang *
Email khach hang *
58 dién thoai

50 Fax

Bia chi

Thanh phd

Quéc gia

Théng tin khdch hang

Pai chi giao hang *

Madn nglk

DHO205
Wietnam Dong
500000

50000

20000

dh0205

Vé tour di Mha Trang 2 ngay

Tran Minh Vé&n
MinhVan@Mail.com
0909124325
8486211221321

125 Ngd Quyén Q5
HCM

o VietNam

54 CMND: 0192102293,

125 Ngd Quyén Q5
Tiéng Viét

Tao ddn hang

2-6: Tao order méi.

2. Ra quyét dinh g&i dén khach hang qua email/SMS

Sau khi tao don hang, hé thdng sé phat sinh tra link dé khach hang thanh téan :

https://center.fibopay.com/EmailOrder/Order.aspx?0id=5&SKey=iMHEJ&Pay=yes

Quy khéach cé thé gdi link nay cho khach hang thdng qua Email, SMS hay bat c hih thirc ndo. Khi
nhan duwoc link thanh téan khach hang sé dwoc hwéng dan thanh téan thong qua Link Nay.

Trang 11
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T To.. MinhVan@Mail.com
=1

Subject: Email order from Fibo. OrderNo: DHO205

Order information from Fibo

Order number : DH0205

Amount : 500000.00

Customer name : Tran Minh Vén
Shipping address : 125 Ngd Quyén Q5

Click on the following link to pay this order:
https://center.fibopay.com/EmailOrder/Order.aspx?0id=4&SKey=bjROB&Pay=yes

2-7: Email t&i khach hang.

3. M@ link déng y thanh toan:

+"Fibo Pay

Simple - Efective
Théng tin don hang

Ngwei ban hang
Tén nguwdi ban : Fibo
Bia chi:
Bién theai :
Email : test@email.com

Ngw&i mua hang
Tén ngudi mua hang : Trdn Minh Vén
Email : MinhVang@Mail.com
Bién thoai . 0909124325
Dia chi: 125 Ngé Quyén Q5
Tinh thanh : HCM
Qu:‘}cgis 1 WiethNam
Bia chigiao hang : 125 Ngd Quyén Q5

Théng tin nguei mus hang @ g3 mn- pissiozses.

Bon hang
ma don hang - DHOZ05
Gid tidn : 500000 VND
Tign thué : 50000 VND
VAT . 20000 WVHND
Téng tién : 570000 VND
IM& giac hang : dh0205
Théng tin don hang :

Ve tour di Wha Trang 2 ngay

Thanh todn don hang

2-8 : Théng tin do'n hang ctia don hang dac biét
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Khanh hang chon nit thanh téan va tién hanh giao dich gidng nhw thanh téan cho trwdng hop dat
hang trén web site.

3 Heé thong quan ly
3.1 Gidi thiéu hé théng
FiboPay cung cép 02 tai khoan khac nhau
- Tai khoan don vi chdp nhan thé ( merchant ) : don vij ban hang trwc tiép

- Tai khoan ctia dai ly ( reseller ) : cac don vi hop tac trién khai thanh toan trwc tuyén dén tirng
merchant

3.2 Tai khoan reseller
Day la tai khoan cao cép, bao gébm céac chirc nang

- Quan ly merchant
o Bang ky, quan ly thdng tin merchant
o Thoigian bat dau, thdi gian hét han cda tirng merchant
o Doanh thu cua ttrng merchant
- Hwéng lgi nhuan dwa trén
o Chiét kh4u tién trén tirng giao dich
o % tdng doanh sé hang thang

Tai khoan reseller khéng c6 quyén can thiép trwc tiép vao cac giao dich ctia merchant, ma chi cé thé xem
va thdng ké céac giao dich dwoc xac thuec.

bia chi quan ly : http://center.fibopay.com

3.3 Tai khoan merchant
Day la tai khoan cta don vi chap nhan thé, cho phép cac chirc nang sau

- Xem céc giao dich ( ngay/thang/nam)
- Tim kiém giao dich
- Céc chrc nang xw ly trén giao dich

o Tim kiém

o Kiém tra d6 rdi ro cta giao dich

o Xa&c thyc, hdy b, ddng v,.. giao dich
Trang 13
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- Théng ké : doanh sb, giao dich thanh céng, giao dich that bai, ...
- Yéu cau rat tién

- Thay déi théng tin cdu hinh

Pia chi quan ly : http://center.fibopay.com

3.4 Cac chdire nang chung

3.4.1 Pong y/Huy giao dich
Khi chon déng y, tién sé dworc rit tir tai khdan cta khach hang chuyén vao tai khéan ctia Merchant.

Hay giao dich khi Merchant khéng déng y giao hang, hét hang ....
Cac buéce thwe hién :
- Khach hang m& Menu : Giao dich/Danh sach giao dich.
- Tim kiém giao dich c6 trang thai “Pang Treo Tién”.

- Chon giao dich va bdm “Chi tiét”.

Thédng tin giao hang

Maguiri nhan hang

Blia chi giao hang :

Mgay giao hang © 06/11/2009 (ngay/thang / nam)
Email nguréri nhan hang :

Bién thoai ngudi nhan hang

Thédng tin Transaction

TransactionMo : FIBO-DEMO-0000001260
Maoay tao : 04M1/2009 - 17:28:36 (ngay / thang / nam)
Mgay ngan hang xac thuc :
Trang thai - WaitingMerchantCut
Trang thai bén gateway T HAMG
Théng tin chi tiét cia trang thai :
IP giao dich : 118.68.52.202
Qudc gia VN - Vietnam (Rdi ro cao)
Bia chivatly cia P : Elapg P -3
’ ’ Thanh pho - Dang
Toa db 1 21,8667 /106,7667
36 giao dich cting IP trang 24 gitr . 2(1 giao dich thanh cdng)

[Bdng ¥ giao dich ] | [ Tie chéi giao dich ]

3-1: Péng y/Hay giao dich.

3.4.2 Giao dich hoan tién ( refund)
Hoan lai mot phan tién hoéc tt ca sé tién ma chi thé da thanh toan.

Cac buwéc thuwe hién :

Trang 14
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- Khach hang m& Menu : Giao dich/Danh sach giao dich.

- Tim kiém giao dich c6 trang thai “Dang Treo Tién”.

- Chon giao dich va bam “Refund”.

Mauréri nhan hang :
Blia chi giao hang :
Maay giao hang © 04/10/ 20009 (ngay /thang / nam)
Email nguriri nhan hang :

Bién thoai ngwii nhan hang

Théng tin Transaction

1208

Magay tao - 02/10/2009 - 16:42:06 (ngay / thang / nam)
Maay ngdn hang xac thuc

Trang thai . BankConfirm

Trang thai bén gateway
Théng tin chi tiét cla trang théi :
IP giao dich © 11574108 145

Quic gia VN - Vietnam {Rdi ro cao)
) e . Bang 44
Bia chivatly cua IP : Thanh phﬂ - Hanoi
Toa dd 0 21,0333/105,85
S6 giao dich cing IP trong 24 gitr . 3 (1 giao dich thanh cdnag)
[ Refund ]

3-2: Hoan tién lai cho ngw®i mua hang.

3.4.3 Giao dich xac thwe (lock)
Yéu cau khoa ( lock ) mét khodn tién trong tai khoan cta chd thé ( nhwng khéng yéu cau rat tién ), chire
nang nay théng thuworng dwoc dung dé bdo dam thanh toan déi véi cac don hang can thdi gian giao hang

3.4.4 C4u hinh théng tin ( configuration )
Tuy chinh céac théng tin :

- Email, tel, fax, dia chi,...
- Thay ddi mat khau,
- Théng tin tai khoan ngan hang sé nhan tién

3.4.5 Béo céo théng ké giao dich ( report)

FiboPay cung cap mét cong cu béo céo kinh doanh theo ngay/tuan/thang/ndm. B&o céo sé bao gébm day
da céac giao dich va cac tinh chat cda tirng giao dich dé thuan tién cho viéc bao céo, tra ciru, hodc ddi
chiéu sb séch.

Trang 15
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SAO KE GIAO DICH
Ngay giao dich toe  04/08/2009 pén 11/11/2009
Pon vi tién té VND
Cha tai khoan Ngay giao dich Trang thai S6 tién
DongA
KHUONG 04/11/2009 17:28:36 WaitingMerchantCut 500.00
NGUYEN VAN A 02/10/2009 10:39:39 WaitingMerchantCut 1,000.00
FIBO 25/09/2009 11:01:36 WaitingMerchantCut 2,000.00
TEST 08/09/2009 10:45:17 WaitingMerchantCut 2,000.00
Tong -5.500.00
Téng tién : _5.500.00
Ngay in béo cdo : 11/11/2009

3-3: Bdo cdo thong ké giao dich
4 Hé théng nhan dién giao dich gia mao
4.1 Kiém tra giao dich thanh céng trong ngay.

4.1.1 M¢& danh sach giao dich trong ngay
- Chon Menu Giao Dich/Giao dich trong ngay.

- Chon trang thai la : Ngan hang da xac nhan.

- Chon nGt Tim Kiém

Trang 16
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Taikhodn Béao cao

Danh sach giao dich

Giao dich trong ngay

Thay doi thong s6  Biéuphi  Qudn Iy Merchant

Tai khoan Reseller - fibo_reseller | Thoat

Giao dich trong thang

= - . R . x Merchant I -
Canh bao giao dich gia mao ! Nguyen Hieu

Trang thai Ngén hang d& xac nhan -

Loaithé Tétca -

Tir khéa

Magay tao giao dich tir 27/04/2009 dén 27/04/2009

56 tign giao dich tiv dén

Tién té Tétca -
Chi tai khoan Loai thé Naay giao dich Sotién Tién té So tién VND Trang thai Bank ID Reseller/Merchant Kiém tra  Chitiét
CYNTHIA B WELLMAN VISA_OP 27104/2009 1750 USD 311,220.00 BankConfirm 18 Fibo / Nguyen Hieu Kiémtra Chitiét
KATELYN M ROSINSKI ~ Master_OP  27/04/2009 22,00 USD 391,248.00 BankConfirm 17 Fibo / Nguyen Hieu Kiémtra Chitiét
ELIZABETH SMULLEN ~ Master_OP  27/04/2009 17.90 USD 318,334.00 BankConfirm 15 Fibo / Nguyen Hieu Kiémitra Chitiét
JEFFREY J.DESANTIS  Master_OP  27/04/2009 1750 USD 311,203.00 BankConfrm 14 Fibo / Nguyen Hieu Kiémtra Chitiét
ELIZABETH SMULLEN ~ Master_OP  27/04/2009 17.80 USD 316,537.00 BankConfirm 10 Fibo / Nguyen Hieu Kiémitra Chitiét

1 (1)] [Tdng sd 1 trang]

right 2008 Fibo

2 Copy y. Gidi thiéu | Bdi tac | Lién hé
2 Fibo | Simple - Effective gil ban

4-1: Danh sach giao dich trong ngay .

Dé kiém tra mirc dd rai ro cta giao dich, chon link Kiém Tra

4.1.2 Trang kiém tra giao dich

Phan trén cla trang |a théng tin giao dich, phan duéi 1a két qua kiém tra mde do rdi ro cta giao dich:

IP 67 68.164.177
Qudc gia CA- Canada
Bang Qc
Thanh phd Quebec
Toa dd 46.8/-71.25
54 giao dich cling IP trong 24 gi 5 (0 giao dich thanh cdna)
Diém IP Proxy 0 (Néu diém sd 1én hon 2, IP giao dich d3 ding proxy)
Ket qua kiém tra gia mao Khéng dl théng tin dé kiém tra giao dich gia mao (Tat ca théng s6 cé diu * 12 bt budc)
[ Quay lai]
4-2: Théng tin ky thuat cuaa giao dich.
Trong dé:
- IP : Dia chi IP lic giao dich.
- Qudbc gia, bang, thanh phd, toa dd : vi tri vat Iy noi phat sinh giao dich, c6 canh bao cac nuéc co ty
I& rti ro cao.
Trang 17
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- S6 giao dich cung IP trong 24 gi®: Néu c6 nhiéu giao dich trén cuing IP thi nguy co’ rii ro rat cao,
chon Xem chi tiét dé liét ké cac giao dich cuing xuat phat trén IP nay.

- Diém IP Proxy : diém nay cho biét kha n&ng giao dich dwoc thwe hién qua Proxy, néu giao dich
qua Proxy thi dia chi IP that cia may thanh toan, vi tri dia ly that khéng xac dinh dwoc. Néu diém
I&n hon 2 thi kha nang rui ro cao.

- Két qua kiém tra gia mao : L&i goi y vé kha nang rii ro cda giao dich (bang Tiéng Anh). Néu khéng
c6 16i goi y, vui long dién ddy dd théng tin ctia giao dich (d&c biét [a nhirng thdng tin c6 dau * ) rbi
bam nat Kiém tra

+"Fibo Pay

Simple - Effective Gidri thigu | Béi tic | Li&én hé

Giaodich Taikhodn Biocio Thaydbithéngséd Biéu phi  Quan If Merchant

Tai khodn Reseller : fibo_reseiler | Thoat

Théng tin chi tiét cha IP

[ Quay lai ]
Théong tin dia Iy coa IP 67.68.164.177
Qudc gia . Canada - CA
Bang . ac
Thanh pha . Quebec
Toa d8 S T125/458
Danh sach cac giao dich cia IP 67.68.164.177
Chi tai khoan Loaithé MNgay gitr giao dich  S56tién Tiéntd 56 tién WVND Trang théi M3 ngdn hiang  Reseller/Merchant Chi tiét
CYNTHIA B WELLMAN VISA_OP  27/04/2009 22:35:59 17.50 USD 311,220.00 BankConfirm 18 Fibo/Nguyen Hisu Chi tigt
KATELYN M ROSINSKI Master_OP 27/04/2009 21:01:4% 2200 USD 391,248.00 BankConfirm 17 Fibo/Nguyen Hieu Chi tigt
KATELYN M ROSINSKI Master_OP 27/04/2009 20:54:59 2200 USD 0.00 Others 16 Fibo/Nguyen Hieu Chi tiét
JEFFREY J. DESANTIS Master_OP 27/04/2009 13:53:03 17.50 USD 311,203.00 BankConfirm 14 Fibo/Nguyen Hisu Chi tiét
CLAIRE 4 FORDREE  VISA_OP  27/04/2009 13:25:35 19.40 USD 0.00 Others 11 Fibo/Nguyen Hisu Chi tigt

{1)] [Téng =6 1 trang]

[ Quay lai ]

- Jhts Reserved Gidvi thigu | Bdi tac | Lién hé
:é':._é": mLang ebsite nay |

4-3: Chi tiét cac giao dich cung IP.
V6i 1 1P, khéach hang th» dén 3 thé khac nhau, chi thé khac nhau. Day la gidu hiéu cda rdi ro cao.

4.2 Théng ké giao dich cung IP

Khéach hang ctia FiboPay ciing cé thé diing menu Giao Dich/Canh béo giao dich gia mao dé xem théng
ké vé sb 1an giao dich trén cung 1 IP. Hinh bén dwéi cho biét danh sach cac IP ¢c6 sé lwgng giao dich tw
cao t&i thap trong vong 24 gid.

V&i théng ké nay khach hang cé thé xem chi tiét cac giao dich va quyét dinh c6 giao hang hay khéng.
Trang 18
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+'Fibo Pay

Simple - Effective Gidi thiéu | Doi tac | Lién hé

Taikhodn Baocao Thayddithéngsé Biéuphi  Quan Iy Merchant

Tai khodn Reseller : fibo_reseller | Thoat

Danh sach giao dich |
N N R mao
Giao dich trong nga < . T 2 ] - 5
) g ngay Cac IP phat sinh nhieu giao dich trong thdédi gian ngan:
Giao dich trong thang

o E————— Merchant Nguyen Hieu -
Canh bao giao dich gia mao
Khodang thixi gian (gid) 24
Mgay giao dich tir dén
P S6 giao dich Chi tiét
118.71.204.3 1 Chitiét
86.56.31.35 1 Chi tiét
85.181.201.195 10 Chitiét
118.71.202.6 10 Chitiét
58.187.79.168 g Chitiét
85.181.234.162 7 Chitiét
8283225232 7 Chitiét
118.71.203.98 7 Chitiét
195.189.7.156 7 Chi tiét
123.24.41.138 i} Chitiét
99.243.198.165 i} Chitiét
92.226.91.116 i} Chitiét
88.179.176.165 5 Chi tiét
91.65.73.47 5 Chitiét

4-4: Théng ké giao dich cung IP

5 Quanlyrairo

5.1 Nhén thaee

RUi ro trong thwong mai dién t&r 1a phan khé quan ly nhéat trong qua trinh kinh doanh tryc tuyén. Dac biét
khé khan cho cac doanh nghiép cung cp dich vu & nwéc dang phat trién nhw Viét Nam. Véi luat phap
cta quéc gia chwa dG manh coéng véi kinh nghiém trong thanh toan trwc tuyén cta cac doanh nghiép
khéng co, dich vu, s&n phdm cda cac nwdc dang phat trién tré thanh phuong tién dé quy dbi tién trong thé
an cap thanh tién mat. Khi cé tranh chap, phan thiét luén nam vé phia doanh nghiép cung cép dich vu.

Nguworc lai, ty I& dung thé &n cap xuat phat tlr cac qudc gia dang phat trién cao t&i mde, rat nhiéu hé théng
thanh toan trwc tuyén tir chdi cung cép dich vu cho nhirng giao dich xuét phat tr cac qudc gia nay.

Nhuw vay viéc thanh toan trwc tuyén chira dwng trong né rat nhiéu rdi ro, d&c biét rdi ro trong nhivng nuéc
dang phat trién. D& thanh cong trong viéc kinh doanh trwc tuyén, phan quan ly rdi ro la phan khéng thé bé
qua.

5.2 Muc dich quan ly rui ro

Trang 19
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Ngan hang phét hanh chi kiém chirng dwoc théng tin thé ( sé thé, ngay hiéu lwc, ma SVV) chir khéng thé
xac thuwc dwoc tén chi thé trong qua trinh thanh toan, nén néu thé bj mét cap thi rat dé bi loi dung

Viéc khiéu kién thanh cdng hay khéng phuc thudc rat nhiéu dén bang gia cung cép, chi tiét va chat lwong
san phadm c6 dung véi cam két cdia tivng merchant khi thwe hién ban hang

Muc dich ctia quan ly rdiro :
- Phong chbng viéc chap nhan céc giao dich gia mao

- Giam thiéu céac giao dich doi bdi hoan ( ngoai trir tra lai tién cho chi thé, merchant con phai tra
thém phi charge back )

5.3 Kiém tra véi méi giao dich
Hé théng tw ddng g&i email, sms khi cé giao dich ctia khach hang.

Nhan vién FiboPay tryc 24/07 dé thao ddi giao dich. Khi c6 nghi van sé dung hé théng kiém tra giao dich
gid mao cua Fibo dé thdm dinh giao dich.

Néu giao dich nghi ng® 1a gia mao, x& ly theo quy trinh x& ly giao dich gi& mao.

Hé théng chdng giao dich gid mao sé chdm diém céac giao dich rui ro cao, va dwa I&n trén cung dé x& ly
nhanh chéng

5.4 Phéan loai khach hang.
Khach hang méi tham gia hé théng cta Fibo sé dwgc danh diém rdi ro. Biém rdi ro cang cao, giao dich
ctia khach hang nay cé nguy co gid mao cao, can quan tam.

CAc trong sé danh gia diém ctia mét khach hang
- Thoi gian tham gia
- S6 lwong giao dich/thang
- Téng tién giao dich/thang
- Mrc d6 rui ro dbi véi hang hda kinh doanh

- Sé luong, % cac giao dich gid mao da phat hién

5.5 Phan loai giao dich
Céc giao dich ciing dwgc phan loai theo sé diém rii ro dwa vao hé théng phat hién rdi ro cta FiboPay.
Giao dich c6 nguy co gia mao cao sé€ dwoc x ly theo quy trinh x( ly giao dich gia mao.

Céc dau hiéu nhan biét giao dich rai ro
- Khéch hang lan dau tién giao dich véi gia tri Ion

- Giao dich dwoc thwc hién tir 01 IP gia mao
Trang 20
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- Qudc tich chi thé va Thé phat hanh nam & 02 quéc gia khac nhau
- Pon hang dwoc thanh toan bang nhiéu thé
- Phéat sinh nhiéu thé thanh toan tir 01 IP
- Noi mua hang va noi nhan hang la 02 noi khac nhau
- Nguw&i mua hang khac nguwdi nhan
- Sé tién giao dich I&n, va hang duwoc g&i dén cac québc gia cé do rai ro cao
- Khéach hang giao dich tr IP gid mao (qua Proxy).
- M@t thé phat sinh nhiéu giao dich trong thdi gian ngén.
5.6 Xt ly giao dich dé giam thiéu rdi ro
- Ludn kiém tra giao dich trwéc khi giao hang.

- Lwu gil lai toan b gidy t& hoa don lién quan téi don hang trong it nhat 6 thang : Email, héa don,
gidy t& chuyén hang, gidy t& ngan hang .... Cac gidy t& nay dung lam bang chirng khi c6 tranh
chép xay ra.

Ngay sau khi phat hién giao dich nghi ng& gid mao, merchant phai ngirng cung cap hang hoa, dich vu
ddng thoi thwe hién ngay céng tac xac thwe chi thé.

- Kiém tra gidy t& lién qua téi cha thé : Yéu cau géi Scan mat thé, Ho chiéu.
- Lién hé v&i FiboPay cing xt ly tinh héng.

Chu 'y, néu don vi chap nhan thé khéng x Iy cac giao dich nghi ngd rai ro, khi c6 yéu cau tra lai tién cta
chd thé, don vi chdp nhan thé phai hoan lai sb tién da thu va chiu phi Charge Back.

6 Quy trinh xtr ly khiéu nai

6.1 Binh nghia vé giao dich doi béi hoan
Giao dich doi bdi hoan nghia 1a chad thé khiéu nai vé giao dich thanh toan véi ngan hang phat hanh theo
02 ly do thdong thwong sau

- Cha thé khéng thuc hién giao dich ( giao dich xay ra la giao dich gia mao tir nhiéu nguy&n nhan
khac )

- Chu thé khiéu nai vé viéc cung cép hang héa ( dich vu ) ciia merchant khéng dang nhw |oi gidi
thiéu hodc cam két

Hé qua:
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- FiboPay c6 quyén tr chdi thanh toan tam (rng cho merchant, va thu héi cac thanh toan da tam &ng
twong (rng v&i cac thanh toan bi bat budc bdi hoan, ddng thdi merchant ciing phai thanh toan lai
cho FiboPay chi phi charge back

- Néu ti & doi bdi hoan I&n hon 1% cua tbng sb lwong giao dich/ thang, hodc qué 30 giao dich doi
bdi hoan trong vong 02 thang, FiboPay cé thé g&i canh bao va ngwng cung cép dich vu dbi voi
merchant.

- Céc tb chirc thé s& khdng xac thyc cho cac merchant sau nay, néu tiép tuc mudn trién khai lai
dich vu thanh toan trwc tuyén ciing khoéng thé thuc hién duoc.

6.2 Cdc ly do xay ra giao dich doi boi hoan
Ngoai 02 ly do trén, cha thé c6 thé khiéu nai vé céc giao dich v&i cdc merchant vi mét trong sb nguyén
nhan sau

- Giao dich bj 1&p ( chd thé bj thanh toan 2-3 14n cho chi mét lan dat hang thanh toan )
- Sb tién thanh toan khéng chinh xac

- Cha thé da thanh toan nhwng khéng nhan dwgc thong bao thanh céng cia don hang
- Chu thé khéng nhan dwoc hang hoa tir merchant, hodac don hang giao cham

- Hang héa khéng dung chét lwong

6.3 Quy trinh xw ly giao dich gia mao.

Hang ngay FiboPay sé nhan dwoc cac giao dich thdng tin yéu ciu charge back tir phia ngan hang, sau dé
sé c6 cac hinh thire lién lac vé&i merchant

Canh bao merchant, va yéu cau merchant tw xt ly cac giao dich ¢é nguy co’ gia mao ( 03 ngay )
Canh b&o mipc dd cao, yéu cau cung cap chieng tr ( 05 ngay )

- Email, dién thoai

- Céc chirng tr vé don hang, qua trinh giao hang

- Scan cua thé

Néu khéng c6 c6 cac chirng tir, thdng tin dau dua - > yéu cau merchant hay giao dich, hoan tién lai
cho cha thé (03 ngay)

Néu cac chirng tir |a hep 1 va day da - > FiboPay sé& cung cap céac chirng tir nay cho ngéan hang dé
tra loi cac khieu nai / khieu kién tie chu thé va ngan hang phat hanh thé

- Ngéan hang thanh toan -> Ngan hang phat hanh: 30 ngay
- Ngan hang phat hanh -> Té chirc thé : 07 ngay ( xac thwe : Pung hodc Sai)
- Ngan hang phat hanh -> Ngan hang thanh toan: 30 ngay
Trang 22
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Phia Fibo c6 quyén tir chdi thanh toan tam (rng, hoac thu hdi gid tri gia tri d& tam (ng cho merchant néu
phia merchant sai trong qua trinh nay, dong thi sé thu phi charge back twong ng.

6.4 Chirng tte trong qua trinh tra sodt khiéu nai
Loai chirng twe

- BPon hang ctia khach hang ( email/ fax )
- BPon xac nhan dat hang cta merchant
- Chuing tr giao/nhan hang hoéa
- Céc van ban/ hop ddng dinh kém
Lwu gite chirng top
- Céac merchant phai lwu triv chieng tir tdi thiéu 180 ngay ké tir ngay cha thé thanh toan

- Merchant c6 trach nhiém xuét trinh day da chirng tr trong vong 03 ngay ké tlr ngay nhan dwoc
yéu cau tra soat tir FiboPay

7 Quy trinh hé tro’ ky thuét

Chung tdi chap nhan hé tro’ ky thuat qua cac kénh sau :
- Dién thoai, email : trong gi& hanh chinh
- Dién dan trao déi: trao dbi cac kién thirc trong qua trinh st dung dich vu cla FiboPay

- Support Helpdesk : hd trg 24/7 tai http://support.fibo.vn , cam két cac yéu cau cla khach hang tai
day sé duoc gidi dap cham nhét 1a 30phat
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